SA WG2 Temporary Document

Page 2

SA WG2 Meeting #139E (e-meeting)
S2-2004159
June 01 - 12, 2020, Elbonia
(revision of S2-xxxxxxx)
Source:
Tencent 
Title:
KI# 1, Sol #3,6: Update to Clarify DNS Handling
Document for:
Approval

Agenda Item:
8.3
Work Item / Release:
FS_enh_EC /Rel-17
Abstract of the contribution:
This contribution proposes to update existing solution #3 and #6 to support more scenarios and flexible configurations.
1. Introduction 
For solution#3 and solution#6 in TR23.748, the handling of DNS response message is not clear and flexible. This contribution aims to clarify the DNS handling to support more flexible configuration in the corresponding entities. 
2. Proposal
It is proposed to update the existing solution 3 and solution 6 for key issue 1 to support more flexible configurations.
* * * * Start of Change * * * *
6.3
Solution #3: DNS AF

6.3.1
Description
The solution addresses Key Issue #1: Discovery of Edge Application Server in TR 23.748. The UE is Edge Computing Service agnostic.

The proposed solution supports the "Session Breakout" connectivity model with dynamic insertion of local PSA for Edge Computing.
Editor's note:
The support of other connectivity models is FFS.

The Operator deploys a new DNS component. That component is from now on referred to as DNS AF, and it is deployed in the MNO network before the NAT. 

The DNS AF holds a Translation Table that maps a given user location and application FQDN into the preferred PDU session anchor(s) (PSA(s)), including information of DNAI and corresponding subnet (or full IP address) of each N6 access to the DN after NAT. It also has the IP address ranges that may be used by the UE in the communication with the AS(s) needed to configure the ULCL.

The DNS AF is involved in the DNS communication of the UEs authorized for edge services, e.g., at session establishment the SMF sends the DNS AF address to the UE (in the PCO field).  The DNS AF receives the UE DNS request for an FQDN related to an Edge AS, authorizes the UE/service, gets UE location information and determines first at least one suitable local PDU session anchor (PSA) point for that UE location and application. The Mobile Core assists (e.g. the PCF) then the discovery of most suitable Application Server for the PSA(s) by adding the corresponding N6 access location(s) as ECS option(s) to the DNS request or by forwarding the DNS request to a DNS serving the location of the UE. At that stage, it is up to the Service Provider to select a suitable EAS that matches the given location(s). The Service Provider may feed information back to the Mobile Network on whether the selection has been tailored to the information provided, by using the ECS option. The Mobile Core then inserts the ULCL and sets up the traffic steering accordingly.

6.3.2
Procedures

6.3.2.1. High-level procedure using ECS option 

Figure 6.3.2.1-1 below shows an example sequence for this solution that includes the following steps 

When the UE sets up a PDU session, 5G Core existing mechanisms are used to guarantee that, if for that user PDU session Edge Computing can be applied, the UE DNS queries are sent to the DNS AF. Otherwise, DNS AF is skipped.

Editor's note:
Further details on the mechanisms to provide UE DNS configuration and routing of DNS messages are FFS.

As a prerequisite for the flow below the is that a PDU session for e.g. "Internet" DNN is established and the operator has configured the UPFs to send DNS request to the DNS AF.
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Figure 6.3.2.1-1: High-level sequence diagram of EAS discovery and dynamic traffic steering by the MNO in the DNS AF solution

1.
Once the PDU Session has been established, an application  may trigger the setup of an "Application session" to an Application Server. Typically, the Application Server is known by a domain name, and so that needs to be translated into an IP address. UE will send a DNS Query with the Application FQDN. That query is sent to the DNS AF if for that user PDU session Edge Computing can be applied.

2.
The DNS AF checks whether there is an SLA in place for that application. To do that, it looks for the Application FQDN received in the DNS Query in the SLA based Translation Table:

a)
If there is no match, there is no agreement, and the DNS AF forwards the DNS request to the MNO DNS which resolves that as usual.

b)
If there is a match, the DNS AF retrieves the User Location from the Control Plane by using e.g., the exposure APIs.


With the UE Location and the FQDN, the DNS AF obtains the preferred locations for the N6 Access to the DN for that application and the corresponding subnets (or full IP addresses) after NAT using the SLA based Translation Table. These subnet(s) (or full IP addresses) are then added as one or more "ECS" options in the DNS Query as in RFC 7871 [7]. ECS stands for EDNS Client Subnet, where EDNS is Extension Mechanisms for DNS. The query is then forwarded to the MNO DNS. The original DNS request by the UE is temporarily buffered in case it needs to be resent later e.g., in failure cases. The DNS AF acts as a DNS Forwarder in order to be in the path for the response.

Editor's note:
The mechanism to identify the UE and retrieve the UE location is FFS especially in case a NAT is used.

Editor's note:
Further details on the translation mechanism in the DNS AF is FFS.


Any ECS received from the stub resolver in the UE is not considered, as in this solution, it is not the client address but network addresses that are provided in the ECS.
Editor's note:
it is FFS whether ECS received from the stub resolver in the UE are removed by the DNS AF.

3.
The DNS request is forwarded to the MNO DNS. MNO DNS resolves the DNS query as usual and the DNS Query reaches the DNS Hierarchy.

4.
The ECS option(s) in the DNS Query can be used by the Service Provider DNS to tailor the DNS response. When that is done, and if the Application Server selection has been tailored to one of the ECS option(s) in the query (i.e. the AS is selected to be topologically close to the ADDRESS in one ECS option), then one ECS option is sent in the response. It corresponds to the ECS option in the query that the DNS response has been tailored to. The ECS option in the response is built according to RFC 7871 [7]:

-
FAMILY, SOURCE PREFIX-LENGTH, and ADDRESS are copies from the ECS option in the query.

-
SCOPE PREFIX LENGTH can be set for example to 0 so no caching is done.


Else, if even if the ECS option(s) have been considered, the response is not tailored to any of them, no ECS option is sent back in the response.

Editor's note:
How does DNS server handle multiple ECS options need to be further clarified.

5.
The DNS response is sent, and reaches the MNO DNS, that sends it back to the DNS AF, that acted as forwarder. That is, if an iterative DNS resolution is used, this always happens above the DNS AF. This is needed in order to convey the necessary information about the selected EAS address as well as possible ECS information to the DNS AF.

6.
The DNS AF checks the response and whether that includes an ECS Option. If so, it determines the DNAI that corresponds to the received ECS (that is, the identifier of the N6 access to the DN), and uses the AS address received to determine the AS site selected and applicable AS IP ranges. If the ECS Option is not included, the DNS AF may decide the DNAI based on other information such as FQDN and local configuration.

The DNS AF uses the 3GPP Exposure APIs to Update the CP Policies to request traffic steering for the selected AS IP ranges or AS IP address(es) to the selected PSA anchor.

7.
The DNS Response is sent to the UE once those actions have been completed (the ECS option is removed before).

8.
The application traffic starts towards the IP Address received. That traffic is diverted by the ULCL and sent via the selected PSA to the N6 access to the DN that is topologically close to the AS (assuming the Service Provider selection was correct).

The procedure above assumes that the setup of traffic steering based on the received DNS response was successful. The DNS AF starts a timer after the initiation of the traffic steering in Step 6 waiting for notification from the SMF of the changes of the user plane for the given session. If no notification is received before the timer expires then it is considered that the Dynamic ULCL insertion and configuration in step 6 above has failed for causes related to the specific N6 access location selected, then e.g. a new request could be sent including the ECS(s) but excluding that specific N6 access location. The process above would repeat from step 3. Or as an alternative, e.g. the process above would repeat from step 3 without sending the ECS Option.

Editor's note:
Clarify how DNS traffic is routed once a new PSA has been selected for an application.

Editor's note:
The mechanisms to support insertion of a more than one local UPF based on DNS requests from the UE is FFS.
6.3.2.2 High-level procedure using DNS forwarding

As an alternative to the procedure described in Figure 6.3.2.1-1, in step 3 the DNS AF, based on user location and SLA, forwards the request to a DNS serving the location of the UE. In this case, the response does not include the ECS. The DNS AF needs to determine based on the DNS response and the SLA the most suitable local PSA and then proceeds as from step 6 in Figure 6.3.2.1-1.
6.3.3
Impacts on Existing Nodes and Functionality
The solution has no impact on existing 5GC procedures. The DNS AF may act as an MNO internal AF, and use available 5GC APIs to communicate with the CN entities to authenticate UEs/services, to infer UE location and to trigger traffic steering, as defined e.g., in TS 23.502 [3], clauses 4.3.6.4 and 4.3.6.3.

The DNS AF should be defined as a 3GPP NF and its usage of existing 5GC procedures should be described in the 3GPP specifications.
The DNS AF should check the DNS response message and decides whether to update the CP policies to request traffic steering for the selected AS IP ranges or AS IP address(es) based on ECS Option or other information, e.g, FQDN received in the DNS response message.
Editor's note:
This clause will be finalized when the EN of the previous clauses are closed.

*********** Next Change ***********

6.6
Solution #6: Discovery of EAS based on DNS

6.6.1
Description

This solution addresses the key issue#1: Discovery of EAS, by reusing the DNS mechanism without additional impacts on UE.

This solution is compatible with the two deployment options of DNS servers as shown in Figure 6.6.1-1:

-
The DNS servers can be centrally deployed by MNO and responsible for resolving the FQDN received from UE into the IP address of a suitable EAS.


In this solution, it is assumed that centralized DNS server stores the knowledge of edge computing platforms deployment based on e.g. configuration. The centralized DNS server may perform recursive DNS query with other DNS servers, if needed.

-
The DNS servers can be locally deployed within edge hosting environment and responsible for resolving the FQDN received from UE into the IP address of an EAS within the Local DN.

This solution applies for "Distributed PSA" PDU session (by not inserting ULCL/BP) and "Session Breakout" PDU session(by inserting ULCL/BP). If UE has multiple PDU sessions, the solution applies for each of the PDU sessions.
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Figure 6.6.1-1: Two deployment options of DNS servers

To resolve the requested FQDN into the IP address of an EAS optimized to current UE location, the 5GC should either provide information on UE's location as specified by RFC 7871 [7] to the centralized DNS server or select an appropriate localized DNS server to resolve the DNS query locally.

The solution uses the SMF as a DNS forwarder. For this purpose the SMF needs to receive all DNS requests from the UE(s) and then to forward them (to a DNS Server/Resolver).

In case local DNS server is used, the SMF keeps a context during the DNS request handling in order to be able to regenerate the address of the DNS server that the UE had put in its DNS request message.when sending the DNS Response to the UE The SMF controls the UPF(s) via existing N4 procedures to receive over N4 all DNS requests from the UE(s).

The SMF may obtain the FQDNs supported by EAS corresponding to each DNAI by AF influence traffic routing procedure or by configuration. The SMF may also be configured with the following information:

-
The mapping relationship between the DNAI and the IP address accessing to edge computing platform for N6 (e.g., the subnet after NAT).

-
The address of localized DNS server serving each DNAI.

The UE is configured with a DNS server by the SMF during PDU session establishment. When the UE issued a DNS query to the configured DNS server, the SMF selects one or more DNAI(s) based on UE location, the received DNS query and DNAIs supporting the FQDN, then:

-
If centralized DNS server is used to resolve the FQDN, the SMF, determines the IP address corresponding to the selected DNAI and sends DNS query to centralized DNS server including this IP address as specified in the ECS option of RFC 7871 [7]. In case of multiple DNAIs selected by the SMF, the SMF shall provide multiple ECS options in the DNS query.

-
If localized DNS server is used to resolve the FQDN, the SMF, determines the address of localized DNS server at the selected DNAI(s). Then the SMF replaces the destination address of DNS query by the address of localized DNS server and sends DNS query to the localized DNS server. After receiving the DNS response from localized DNS server, the SMF replaces the source address of DNS response by the destination address included in the DNS query.

NOTE:
The localized DNS server may be part of Edge Hosting Environment.

The ECS option(s) provided to the centralized DNS server, or the selection of the local DNS server, are determined based on the selected DNAI(s) which also be used to select ULCL/BP and Local PSA.

6.6.2
Procedures

The discovery of EAS based on DNS mechanism can be described in the Figure 6.6.2-1.
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Figure 6.6.2-1: Two options for the discovery of EAS based on DNS
1.
The SMF may obtain the FQDNs served by EASs corresponding to each DNAI by configuration, or the AF may provide DNAIs along with the FQDNs served by the EASs during AF influence traffic routing procedure (FQDN is a new parameter to the AF influence to the traffic routing procedure).


The SMF may also be configured with the following information:

-
The mapping relationship between the DNAI and the IP address accessing to edge computing platform for N6 (e.g. the subnet after NAT, this requires co-ordinated management between the SMF and NAT server).

-
The address of localized DNS server serving each DNAI. An anycast IP address may be used for the localized DNS servers.

2.
During PDU Session Establishment procedure, the PCF provides the PCC rules to the SMF. The PCC rules may include the FQDNs served by EASs corresponding to each DNAI if provided in the AF requests in step 1.


The SMF selects a PDU Session Anchor (PSA1) for the PDU session and indicates PSA1 to perform DNS packet detection and forward UE DNS query message to the SMF.

3.
The UE sends a DNS query in the uplink including the FQDN of requested application. The PSA1 UPF detects the DNS query. If FQDN is matched, it forwards the DNS query over N4 to the SMF.



Based on UE's location (e.g. cell ID, or TAI) and optionally the knowledge of FQDNs served by EASs, the SMF selects one or more suitable DNAI(s) wherein the EASs serving the requested FQDN may exist.


Based on configuration, the SMF may decide whether to reroute the DNS query from UE to the localized DNS server or not based on local policy.

4a.
If centralized DNS server is used, based on configuration, the SMF determines the IP address corresponding to the selected DNAI and sends DNS query to centralized DNS server including this IP address as EDNS Client Subnet (ECS) extension specified in RFC 7871 [7]. In the case of multiple DNAIs selected by the SMF in step 3, the SMF provides multiple ECS options in the DNS query.


The centralized DNS server determines the IP address of EAS that can serve the FQDN according to the ECS option and other local policies, and returns DNS Response including the IP address of the EAS and the ECS option as specified in RFC 7871 [7] to remote PSA via SMF. If multiple ECS options are provided, the centralized DNS server based on configuration to select one ECS option to determine the EAS IP.

Editor's note:
How does DNS server handle multiple ECS options need to be further clarified.

4b.
If the SMF decides to reroute the DNS query to the localized DNS server, the SMF determines the address of localized DNS server serving the selected DNAI and replaces the destination address of DNS query by the address of localized DNS server and sends DNS query to localized DNS server.


The localized DNS server returns DNS response including the IP address of the EAS to SMF. The SMF replaces the source address of DNS Response by the destination address included in the DNS query and send DNS response to remote PSA.

Editor's note:
For step 4b, the details about how the SMF reroutes DNS query to the localized DNS server are FFS.

5.
The SMF may select ULCL/BP and a new PDU Session Anchor (Local PSA2) for this PDU session based on the selected DNAI. The DNAI may be decided based on the ECS option included in the response from DNS server to ensure the selected Local PSA and EAS are corresponding to same DNAI. The DNAI may also be decided based on other information, e.g., FQDN. The SMF provides the IP address extracted from the DNS response message as the filtering rule to the ULCL/BP. Addition of additional PSA and UL CL/BP described in clause 4.3.5.4 of TS 23.502 [3] may be performed.

6.
The SMF sends DNS response including the IP address of the AS to UE via the PSA1.

Editor's note:
After ULCL/BP is inserted, how to handle subsequent DNS queries is FFS.

6.6.3
Impacts on Existing Nodes and Functionality
Editor's note:
This clause captures impacts on existing 3GPP nodes and functional elements.

If AF influenced traffic routing procedure is used to provide per- DNAI FQDN information to SMF:

AF:

-
FQDN is a new parameter to the AF influence to the traffic routing procedure.

PCF:

-
PCC rule is enhanced to contain the FQDN and corresponding DNAI(s).

SMF:

-
Optionally, SMF is configured with (or obtains from AF) the DNAIs in which a specific FQDN can be served.

-
In Centralized DNS server case:

-
Configured with ECS option information per DNAI.

-
Adds ECS option(s) in DNS query message.
-  Checks DNS response message and selects ULCL/BP and a new PDU Session Anchor (Local PSA2) for this PDU session with the traffic steering rules based on the information within the DNS response message.
-
In Localized DNS server case:

-
Configured with the IP address of Local DNS server per DNAI.

-
Selects Local DNS server based on the configuration information and selected DNAI.

-
Replaces target IP address of DNS query message with the IP of Local DNS server.

-
Forwards DNS messages between UE and Centralized/Localized DNS server: In case Local DNS server is used, the SMF keeps a context during the DNS request handling in order to be able to regenerate the address of the DNS server that the UE had put in its request when sending the DNS Response to the UE.
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